Categorization of Vulnerabilities - Discrete Manufacturing Security Meeting
Three focused discussions:

1. Requirements Identification — What are your security “hot” buttons and what
capabilities would you like to see in your systems? These requirements were to be stated
independent of any specifically identified vulnerability, explicit threat or policy
statement. The concerns voiced were spanned everything from the non-IT physical
security and generalized policy concerns to specific IT security capability, services and
mechanisms.

2. Asset Definition and Characterization — What is important to you, how important is it,
and why? This discussion served to capture the assets owned and maintained by the
industry® into a structure that would then serve to support risk estimations in terms of the
identified vulnerabilities.

3. Vulnerability Scenario Analysis — Speak to the issues identified in the previous
discussions in the context of a specific vulnerability scenario. This was an ad hoc open
discussion as opposed to concurrent small closed group discussions. The ad hoc aspect
means that suggestions were taken from the floor and then discussed until a reasonable
level of completeness was obtained.

Requirements Identification
1. Access Control Mechanisms

Discussion: System device access was discussed in the context of the human user. The
distributed and autonomous nature of control systems and their devices requires that device
access be addressed in terms of component-to-component access in the absence of human
intervention.

Essential Issue: Who can do what, where, and under what circumstances (role dependent,
system state dependent).

Implications: It is insufficient to say — “we want role-based access control” without going the
next step of characterizing the types of roles and types of accesses. It need not be detailed
but it must be more than “give me access control”. Where are the access control rules to be
applied?

2. State-based access control
Discussion: As a subset of the access control mechanism discussion the idea of incorporating

systems or process state into the access control decision was presented. This discussion
illustrates why it is insufficient to state access control requirements in terms abstract

! Discussion was at the level of an individual plant but the results reflect an across-the-board consensus of the
collected information.



statements, and illustrates one way in which an access control capability can be tailored to
address control system specific issues. State information (the state of the machine, the state
of the process) plus who you are, where are you, what role do you have, what are you trying
to do, what have you done) are all factored into the decision to grant/deny an access or
operation request.

Essential Issue: Allowing the policy enforcement mechanism to be aware of state
information.

Implications: The needs and capabilities of the various process industries are likely to differ
in this context. This is a good discussion topic since the first step is to determine if such a
need is credible for a particular industry.

3. [Secure] Wireless Communications
Discussion: The bottom line, anything secure with respect to wireless capabilities is needed.

Essential Issue: Wireless is the medium — so effectively the issue is a specific form of
networking — not about a new capability.

Implications: Unless and until specific vulnerabilities of wireless mediums are determined to
be significantly different than that of wired mediums, there is nothing different in the way the
general requirements for networked information flow, integrity and authentication etc. are
specified.

4. Intrusion Detection and Response

Discussion: The discussion was initiated in response to the statement that there is a need for
proactive response to an attack. Proactive response to an attack is considered as meaning
automatic response to an attack, that is, without human intervention. Discussion of intrusion
detection system (IDS) capabilities often occurs in the absence of a statement of the norm; an
IDS needs to know what is normal to detect the abnormal.

Another frequent misconception in terms of IDS application is its use as a “policy
enforcement mechanism” to catch violators of system use policies (e.g., if | have legitimate
access to the system and legitimately install software and that software does something bad
to my system — | cannot expect the IDS to detect the behavior and respond to it).

Essential Issue: What is intrusion detection? In the absence of a contextual base the phrase is
meaningless.

Implications: Incident response requires that there is first incident detection. The detection
capability may be fully or partially automated.

5. Collaborative Working Relationships



Discussion: This issue was presented in the context of vendor liability. The ensuing
discussion focused on the need for well-defined rules for interaction with business partners
and the need for ramifications that are enforced should the rules be violated. The discussion
touched on policy for collaboration agreements (ISAs, MOUs) and included security training
and awareness, and philosophies on distributed vice centralized access arrangements.

Essential Issue: Establishment of business rules for interactions with customers and vendors.
This is not an IT issue (strictly policy), however, the rules established must be verified as
being implemented as defined.

Implications: None, unless the policy has aspects that are enforced by the control system.
6. Runtime Configuration Management

Discussion: The problems of runtime configuration management were discussed from the
perspective of having and enforcing a policy as opposed to defining specific runtime CM
needs and capabilities. The term used was to have a “SLAM Proof” system — and the
meaning behind the phrase is push capability for software updates and the need is for the
capability to disable the authorization to invoke the function.

Essential Issue: Configuration control in the runtime environment has the aspects of
restricting the ability to modify the installed baseline, determining the installed base and
verifying correctness of the installed base.

Implications: There must be policy established to work in conjunction with the runtime
capabilities built into the system.

7. Security Ownership

Discussion: In response to the question “Who owns security on the floor” the response was
varied and in fact, no one really owns security. This is an organizational and structure issue
and has to do with the enforcement of whatever rules are put in place for the secure operation
of the control system. Again, a policy issue.

8. Access Control (Again)
Discussion: Discussion regarding unscheduled access by an individual to the system
illustrated the need for a wider scope policy to not just establish roles and access rights but to
also define access in terms of location and time of day.
A full scope addressing of this issue would also include component-to-component access
rules to prevent automated access by a device outside the bounds of defined normal access
times or mechanisms.

9. On-Site Third Party Individuals
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Discussion: There is a need for policies and standard operating procedures governing the
interactions of on-site third party individuals and the control system personnel and
operations. This again is a policy definition/execution issue. Specific issues were not
discussed. However, the relationship between this issue and the requirements for the control
system is that the control system may be utilized to enforce aspects of the policy that is
defined. It is not expected that such requirements go beyond that which would be required to
enforce policies over internal control system personnel.

Steady-State Assurance Maintenance

Discussion: The issue was presented as commodity hardware and software security
inheritance. The issues are several:

1. how do you ensure that as individual products mature from version to version that
equivalent security functionality is maintained and that when these products are
integrated into the control system that equivalent security functionality is provided

2. how do you ensure that as individual products mature from version to version that
equivalent security functionality is maintained and that when these products are
integrated into the control system that equivalent assurance is achieved

3. how often do you reassess the environment, technology, personnel and operational
policies to adjust to changes in any/all of the environment, technology, personnel and
operational processes

4. to what extent do you re-validate the security posture after a component changes

Intrusion detection at control network level (Control IDS)

Discussion: The need for capabilities to monitor activity on the control network and to detect
activity that is beyond ‘nominal” was discussed (i.e. Control IDS). The issues with this need
is “‘nominal’ must be defined. By defining the norm a policy may then be established and
only then will it be possible to detect potential violations of policy (i.e., an intrusion). The
next step would be to define policy for the response to the potential intrusion.

There are then two lower-level issues:

1. within what constraints is the detection component to operate. The detection process
will consume bandwidth and cycles — so how much budget will be allocated to such
processes?

2. what type of response capabilities are desired? There is this overwhelming notion
that the process does not stop — so, what effective response can be had with a process
control system should a “potential” violation be detected? The issue is that of
response to a potential false alarm. Significant trust in the accuracy and validity of
the control IDS is necessary.

12. Security of audit function and data
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Discussion: These are the standard issues of ensuring the protection of the functions and data
associated with maintaining event logs and audit trails. Other than the issue of what does
audit mean in a control system context (i.e., what type of activity and what types of events
are recorded) there were no unique issues brought up. This issue is closely related to the
CIDS issue since the detection capability might utilize event traces as a means to detect
potential policy violations.

Business Continuity

Discussion: This issue was presented as disaster recovery. The issues of knowing what can
happen, what the implications are if something should happen, and what to do when it
happens. These issues are largely outside the scope of detailed security criteria (other than
fail-secure, automatic recovery) and are also largely non-IT procedural issues. The
connection to the security criteria is in the need for total system certification testing which
would include the verification of any mechanisms of the control system that support the
business continuity policy

Regulatory concerns — 21 CFR Part 11

Discussion: The issue of ensuring compliance with regulatory mandates requires
identification of such mandates and the assessment of how to incorporate the appropriate
language in the requirements spec to ensure that such compliance may be demonstrated.
Specifically, issues governing electronic information, signatures, etc. exist.

More information is required to understand the scope and context of such regulatory material.
Obsolescence and backwards compatibility

Discussion: The issue is determining what must be done to ensure continued interoperability
with existing components of a control system implementation as new components are
acquired and installed as either replacements or extensions.

This issue is captured in the steady-state assurance maintenance issue address earlier.
Global differences in security requirements must be comprehended

Discussion: Security systems as well as any other system that interfaces with the control
system must not impact control performance. The security mechanisms must be

implemented within existing functional, performance and safety constraints.

This issue is more a statement of governing principle and must be refined to specifically state
constraints and the security processing capability in the context of the identified constraints.

Migration strategies for system retrofit
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Discussion: The issue is the process followed to take a system from a given operational state
to some other operational state. Several implications are found in this statement:

1. The current and new state must be known and defined

2. The process must incorporate both computer and personnel aspects

3. Checks-n-balances must be instituted where appropriate to ensure that the process is
being executed properly, to verify that the process is accurately defined and to make
adjustments in the process where necessary.

This issue has the two key components:

1. determining that the migration to a new system is necessary (outside the scope of
stating security criteria but related to the criteria since the decision to go/no go may
factor in cost of a specific migration)

2. defining the process of then doing the requirements engineering (amongst other
things) within the bounds established by the process

Cost of security

Discussion: The issue is how much will the security cost and who is going to pay for it. This
issue is not directly related to the development of criteria, it is more associated with the
bounds within which security will be implemented (total cost) or the determination of
cost/benefit of a proposed solution.

Risk assessment for production environment

Discussion: The issue is that such an activity must be done on a periodic basis and the results
utilized throughout the system development and operational life-cycles.

Security system validation

Discussion: The issue is what must be done to determine that the solutions being sought
actually serve to solve the problem. This is not a specification development issue — this is an
issue regarding the establishment of a strategy within which one such activity is the
development, validation and verification of the specification.

Benefits of security — insurance, other fiduciary

Discussion: The discussion focused on who is the beneficiary of instituting effective security
measures and what organizations might have a role to influence more widespread application
of effective security measures. The context of this statement was more to convince
management that security is good and necessary rather than the direct benefit or relationship
to the efforts to effect security in control systems.

Loss of remote access as a security precaution can have a negative impact
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Discussion: This discussion focused on technology use policy and the implications of such
policy. The issue was that instituting a “no remote access” policy would affect efficient
operation of the control system. The issue is subjective since the impact is not general; it is
specific to the way a particular organization has chosen to do business. More importantly,
the issue brings to light the fact that a policy decision may require a complete re-think of
business operations. In terms of the requirements spec, the issue is meaningful only after a
decision has been made and then, how the system might be used to enforce the policy.

Definition of new roles and responsibilities with authority to make the above happen

Discussion: This was more of a comment made in response to all the policy discussion that
there is a need for restructuring management to ensure there exists a single authority with
responsibility for all computer operations, and to remove the top-level distinction between
control and IT systems.

Question: In what ways can vendors better support the implementation and integration process
that precedes going operational with new components/technologies?

Answer: Silence.



Asset Definition and Categorization

Production Equipment and Lines
Capital
Tooling
Software
Maintenance

Production Capacity
Availability
Plant Status

Human Operators
Productivity
Experience
Health
Safety

Plant Facilities
Network Infrastructure
Support Infrastructure
Communications
Power
Building

Manufacturing Process Information
Capability
Process Sequence
Quality
Trends

Product Design Information
Product Models
Part Program
Process Spec
Company Specific Methods
Engineering change (change management)

Production Data
Historian
Set points

Consumer

Customer Information



All aspects of customer relationships
Coopetition (DRM)

Inventory
Parts and Product
Part Quality

Extended Enterprise
Partner trust

Environmental Surroundings
Green manufacturing
Air, water, land
Neighbors
Compliance

Brand & Reputation



Vulnerability Scenario Analysis
Production Equipment

Technician w/virus on laptop infects other PC’s and possibly PLC’s.

Physical access to production equipment results in damage or destruction

Unauthorized local or remote software updates applied

Social engineering

Permissive default security settings

Unverified archive and backup information (not discovered until occurrence of system crash)
Manipulation of process controlling data resulting in damaged tooling

Unprotected wireless communication w/lack of authentication of wireless access to system
components

No protection of authentication credentials

Elevation of authorization/privilege

Lack of authenticated remote access

No controls on system functions allows use of attacked system to attack other systems

Human Operators

Digital PLC’s have vulnerabilities similar to anything else documented

Physical access allows wires to be cut

Disabling environmental system

GUI loses connection to PLC leaving the screen static (inability to detect communication failure
or to detect lose of state synchronization)

HTML access to system allows change of instructions

Unauthorized changes to instructions or non-control data

Planting or replacing data with false information that is potentially harmful

Plant Facilities

Lack of redundant power

Lack of controlled shutdown

Single point-of-failure (telecomm, network)

Lack of ability for system to detect power failure

Lack of environment monitoring, fault detection and response

Product Design

Primary security issues ala SANS top twenty

The issue here is the line between IT and MFG responsibility. Where is the information
repository held, how is it managed and protected? What is the policy governing these resources?
External entity risk — digital rights

MFG Process Info



Build information is not synchronized. More than a logistics problem since it concerns the
handling of the materials during the production process.

Information is taken against your will and used to harm process. This impacts ability to
compete and harm brand reputation.

Network delay of control signals or in some way slowing down of process results in loss of
production and perhaps a DOS.

Injection of a trojan horse that transmits information to competitor. Trojan horse may be
provided to authorized technician by a competitor.

Production Capacity

Make the network go into chatter mode — injection or generation of extraneous signals into
network information flow.

Inadvertent or intentional equipment shutdown.
Changing process parameters affecting yield.

Unauthorized access to failure modes analysis data (which might include a large list of
vulnerabilities)

False positives on safety or environmental sensor

Customer Information

Who is the customer? Customer information in the build-to-stock is distributor information — not
the end user/customer. For a build-to-order industry the customer is the consumer.

Unauthorized access or capture of customer information helps to target customers.
Brand & Reputation

Altering process information, PLC performance parameters resulting in continuous, random or
intermittent erroneous performance.

Environmental
Australian scenario.

Access to EPA audit information



Extended Enterprise

Interfaces to any system without appropriate criteria and checks to ensure equivalent security
across those interfaces.

Trust model.

Consumers

Ford/Firestone

Access to process control parameters results in product that is dangerous to consumer.
Planting false or replacing legitimate documents with false documents.

Inventory

Changing recipe parameters causing waste, recalls, etc

CNC program changes — deleting 1 line is an issue.

Food industry has finite lifetime — change in data may lead to bad quality or false interpretation
of product as bad quality

Data integrity — part history linked to barcode and subject to spoofing.

Information coming TO control system FROM business systems — can it be trusted?
Set point, process and quality parameters if changed may cause safety issues
NON-DISCUSSION

Configuration of hosts, floppy drives, hard drives, other removable media.



